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Abstract. Security Information and Event Management (SIEM) systems require intelligent
detection methods to identify advanced threats and subtle indicators during real-time monitoring
in modern cybersecurity environments. Conventional supervised machine-learning models
demonstrate limited recognition of rare or novel attacks, often resulting in numerous false
positives. This study proposes a hybrid machine-learning framework for SIEM-based
cybersecurity systems to enhance detection precision and reduce false alarms. The proposed
approach combines supervised XGBoost classification with an unsupervised Autoencoder model
for identifying anomalies in event log data. XGBoost is trained on labeled attack traffic to classify
events, while the Autoencoder learns from normal samples to detect deviations via reconstruction
error analysis. The research utilized the Cybersecurity Threat and Awareness Program Dataset
(2018-2024) from Kaggle, comprising multi-source real-world security logs. Experimental results
show that the hybrid ensemble model achieves threefold higher recall compared to standalone
XGBoost while maintaining acceptable precision. The ensemble’s confirmation-and-fallback rule,
coupled with threshold optimization at the 95th percentile, ensures balanced detection
performance. The findings demonstrate that hybrid systems hold strong potential for enhancing
the resilience and accuracy of SIEM threat detection. Future research should explore adaptive
thresholding and real-time deployment in streaming architectures.
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Annoramusi. Kubepkayincizaikke apHamraH Kayincizmik Typansl Akmapar KoHE
Oxwuramapasl backapy (SIEM) kyifenepi Ka3ipri Kayilci3miK >KaFAalibIHAAa HAKTHl YaKbIT
pexuMiHae OakpUiay KE31HAE O3BbIK KayllTep MEH oJICi3 CHUTHANAAPIbl AHBIKTAWTHIH aKbLIIIbI
AHBIKTAY 9MICTEPiH KaKeT ereli. bakplmaHATHIH MAIIMHAIBIK OKBITYIBIH KyaTThl YATUIEPI CUPEK
KE37ICCETIH HeMece J>KaHa KayimncCi3iK Ma0ybUIIapbIHBIH TOMEH TaHBUTYBIH KOpceTell, Oy
KONTEreH >KaJiFaH aHbIKTay HoTIKenepiHe okeneni. SIEM  Herizingeri kuOepkayincizaik
KYHWelepiHe apHaJFaH THOPHUITI MAIIMHAIBIK OKBITY OJICI JKalFaH TO3UTHUBTEPAl >KOKOFa
OarpITTalFaH LICIIM apKbUIbI MIa0YbUIIApAbl AHBIKTAY JAQJIITIH apTThIpyFa OarbITTanFaH. by
3epTTEyAiH HET13r1 OaFrbIThl OAKbIIAHATHIH KOHE OAKbUTAHOAUTHIH OKBITY TOCUIEPIH OIpIKTIpETIH
OIpIKTIpUITeH CTpaTeTrusiHbI Kypy MeH Oaranayabl KaMTHIbL by 3epTTey xgboost aramrapbiHbIH
KJIacCU(PDUKAUACHIH OKHUFalap J>KypHaJbl >KyHenepiHaeri KuOepKayimnci3aik ImaldybuiaapbiH
AHBIKTayFa apHajIraH ABTOSHKOJEPIIH OakbUIaHOAMTHIH yirinepiMeH Oipikripeni. Xgboost-Thl
OKBITY Ma0yblT Tpaduri MEH JKIKTEy MaKcaTTapblH aHBIKTAy YIIH KYPBUIBIMIBIK TaHOAJIaHFaH
JepeKTepai KaxeT eteni, An Autoencoder kociOM KbpI3METI T€K KaJbIITHl YITUIEPAE >KYMBIC
icTelai, TeK KaWTra Kypy KaTelepiH Taljgay apKbUIbl  ayBITKyJapAbl  aHBIKTAY
makcatbigaa. 3eprreynep 2018 xpuigan 2024 xpuira JeHiHr Ke3eHIl KaMTUTBIH HAKThl dJIeM
OOMBIHIIIA KON JAEPEKKO3/l KAYINCI3iK )KypHanaapblH KamTamacki3 eteTin Kaggle apkpuisr Ko
xerimai Kubepkayinciznik Katepnepi men XaGapmapnbiFbiH ApTThIpy barnapiamachIHbIH
Hepexrep KuHarblH maifanana OTBHIPHIN Kyprizinmi. ['mOpuari ancamOb Mojem YCHIHBIIFaH
JIEPEeKTep >KUBIHTBHIFBIH Oaranayra HETI3[CNTeH KEeKe MOJeNbIepre KaparaHia MaOybuUIIbl
aHBIKTayAbl €CKE TYCIPYIIH J>XaKChl KepceTkimTepiH kepceTTi. CoHFbl xyhene xgboost-ka
KaparaHjia ecke Tycipyai 3 ece apTThlpy YLIiH 95-11i NpOLEHTHIIBIAETI ABTO’HKOJEp ILIETiH
OHTAMIaHIBIPYMEH Oipre pacTay >koHE Pe3epBTIK KOIIipy aHcaMOJIiHIH €pekeci KOITaHbUIIbI, Oy
JKaJlFaH TIO3UTUBTEPAIH IaMaibl ecyine akenai. [ ubpunri xyienep SIEM kayintepin aHbIKTay
KYHWENIepIHIH TYPAKTBUIBIFBIH apPTTHIPYABIH THIMII MICIIIMIEP] PETIHIE OJNEYeTTI KOepCeTeli.
3epTreyuinep 6ediMIeNeTiH MEKTI XaTTaMmanap/sl 93ipIiey jKoHe KayinTep/i OHJIaiH Tanjaay yIiH
aFBIH/IBIK APXUTEKTYPaHbI €HT13y KE31H/Ie KayinTep 1l aHBIKTAY dICTEPiHAC KayINTepIiH KOTeTeH
TYPJIEPiH 3epTTEy1 KepeK.

Tyiiin ce31ep: aHOMAIMAHBI aHBIKTAY, MAITUHAIBIK OKBITY aHCcaMOJIi, KHOEpKayINCi3IiK,
SIEM xyiienepi, rTHOpHITI MOAETH, KAyINTEP/l aHBIKTAY

Hoiiexco3nep ymin: A. AnteiHOekoB, I. Amma Kayinci3mik Typaidbl akmapaT TeH
OKHUFaJlap ikl 0aCKapyarbl AybITKYJIap bl aHBIKTAYFa apHAIFAaH MAIIWHAIBIK OKBITYIBIH THOPHITI
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AnHoTauus. Cucremsl yrnpasieHust nHpopmanueit o 6ezonacHoctu u coosrtusimu (SIEM)
TSt oOecTieueHHs KHOepOe30MacHOCTH HYKIAIOTCSl B MHTEJUICKTYJIbHBIX METOAaX OOHAPY KEeHHUS,
KOTOPBIC TIO3BOJISIOT BBISBIIATH CIOXKHBIE YTPO3bl M cIa0ble CUTHAIBI BO BPeMsl MOHUTOPHHTA B
peXHrMe peaabHOro BpeMEHHU B COBpEMEHHOM cpeie Oe30macHoCTH. MoliHbIe MOIeNI MallTMHHOTO
00yuYeHHsI C KOHTPOJIMPYEMbIM YIIPaBICHHEM JIEMOHCTPUPYIOT HU3KYIO CTEIIEHb PACIIO3HABAHUS
HEOOBIUHBIX WJIM HOBBIX aTaKk Ha cUCTeMy O€30MacHOCTH, YTO MPUBOAUT K MHOTOYHMCICHHBIM
OLIMOOYHBIM pe3yibTaTaM OOHapy X eHUs. | MOPUIHBIA METO MAIIMHHOTO O0YUYEHHS Il CUCTEM
knbepoOe3zonacHocTH Ha 6a3ze SIEM HampaBieH Ha MOBBINICHHE TOYHOCTH OOHAPYKEHHsI aTak C
MOMOIIBIO PELICHNS, KOTOPOE YCTPAHSIET YacTOTY JIOKHBIX cpabarbiBaHuid. OCHOBHOE BHUMaHHE
B 9TOM MCCII€JIOBAHUU YAEISETCS CO3JAaHUIO M OLIEHKE KOMOMHUPOBAHHOM CTpaTeruu, KOTopas
00BbeIMHACT KOHTPOJIUPYEMBI M HEKOHTPOIUPYEMBIH OXO0AbI K 00yUeHHI0. ITO UCCIIEI0BaHHE
o0benuHseT apeBoBHIHYIO Kiaccupukamuioo XGBoost ¢ MomensMu  aBTOMaTHYECKOTO
KOAMPOBaHUS 0€3 KOHTPOJA JUIsi OOHAapyXXeHHMA aTak Ha KuOepOe30macHOCTh B CHCTEMax
peructpanuu coobiTuit. [ o0yuenuss XGBoost TpeOyIoTcs CTpyKTYpHUpOBaHHBIE TOMEUYCHHBIC
JaHHBIC JUIsI WACHTU(UKANMM arakyomero Tpaguka W 1ened knaccuduxamuu, a
npodeccuoHaibHas ciry0a Autoencoder paboTaeT TOJBKO C OOBIYHBIMH BBIOOPKAMH C IIENTBIO
oOHapy>KeHHs] aHOMaJIMI IyTeM aHallu3a OMMOOK peKoHCTpykuuu.McenenoBanue npoBoaUIOCH
C HCIoJIb30BaHHEeM Habopa naHHBIX [IporpamMmbl MOBBINIEHHS OCBEJOMIIEHHOCTH 00 yrposax
KnbepOe30macHOCTH, JocTymHoro yepe3 Kaggle, KoTopslii mpeaocTaBisyi MHOTOMCTOYHUKOBBIE
KYpHaJIbl peaibHOM Oe30macHOCTH, oxBaThiBatonue nepuos ¢ 2018 mo 2024 rox. ['mbpuanas
aHcaMOJieBasi MOJieNb MOKasaja JIydrylo 3((eKTUBHOCTh OOHApy>KEHUs! aTaK, YeM OTIeNIbHBIC
MOJIeJI, OCHOBAHHbIE Ha OIICHKE MPEACTAaBIEHHOr0 Habopa JaHHbIX. B okoHUaTeNbHON Bepcuu
CHCTEMBI UCTIOJIb30BATIOCH KOMIUIEKCHOE MIPABUIIO MOATBEPKICHHUS U PE3EPBHOTO KOMMPOBAHUS B
COUYETaHUH C ONTUMH3AIMEN TOPOra aBTO3HKO/IEpa Ha ypOBHE 95-ro IPOLEHTHISA, YTO O3BOJIUIO
YBEJIMYUTH KOJIMUYECTBO OT3BIBOB B 3 paza no cpaBHeHHIO ¢ XGBoost, 4To MpHuBenIo K mpueMiIeMo
HEOOJBIIOMY  YBEJIMYEHHUIO 4YMCIa JIOKHBIX  cpabaThiBaHul. ['mOpuaHbBIE  CHUCTEMBI
JEMOHCTPHUPYIOT MOTEHITHAI B KauecTBE YPPEKTUBHBIX PEIICHHUH IS TOBBIIICHHS yCTOWIHMBOCTH
cucreM obHapykeHus yrpo3 SIEM. HccaenoBarenu TOKHBI U3YUUTh Pa3IMYHbIC THIIBI YTPO3 B
CBOMX MeETOJaX OOHApyXeHHs, OJHOBPEMEHHO pa3pabaThiBas aJalTHPyeMble MPOTOKOIBI
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OTpe/ieNieHUs] TOPOrOBBIX 3HAYEHUH W peanu3aliio MOTOKOBOW AapXHUTEKTYphl AJIsl OHJIAMH-
aHaJIM3a yrpos.

KiroueBble cioBa: oOHapy>KeHHE aHOMalWK, aHCaMOJb MAIIMHHOTO OOyYeHMUS,
kubepbezonacHocTh, SIEM-cuctemsl, rubpuHas MoJelb, 0OHAPYIKEHUE YIPO3

Juas uuTupoBaHusi: A. AnteiHOEeKkoB, I'. AnmuH [mOpuaHBI MOIXO0M K MaITMHHOMY
o0ydeHHI0 st OOHapy>KeHUsT aHOMaluid B oOmactd WH(OPMANMOHHOW 0€30MmacHOCTH U
ympasieHus: coositusimu // Industrial Transport of Kazakhstan. 2025. T. 22. No. 88. Ctp. 56-68.
(Ha pycc.). https://doi.org/10.58420/ptk/2025.88.04.005.

KonduaukT uHTEpecoB: aBTOPHI 3asBISIOT 00 OTCYTCTBUH KOH(DINKTAa HHTEPECOB.

Introduction.

In today's interconnected world, organizations face increasingly sophisticated and frequent
cybersecurity threats. Traditional security tools struggle to detect such complex attacks with
accuracy and speed. Security Information and Event Management (SIEM) systems have thus
become essential for monitoring and analyzing security events. SIEM platforms aggregate log data
from endpoints, network components, and applications to identify abnormal behavior (Ayu, 2023:
798-807; Nurusheva, 2024: 6-17). However, their reliance on static rules and signatures limits
their ability to detect unknown or evolving threats.

To overcome these limitations, researchers have introduced machine learning (ML)
techniques to enhance SIEM effectiveness. Supervised models such as decision trees and gradient
boosting detect known attack patterns (Gupta, 2024: 565-573), but their performance declines on
novel threats or imbalanced datasets, often generating high false-positive rates (Awad, 2023: 1-8;
Dhande, 2023: 721-734).

Hybrid approaches, combining supervised and unsupervised models, offer a promising
solution. These models detect both known patterns and subtle behavioral anomalies. Early works
by Anil and Remya (2013) and Aziz et al. (2014) combined classifiers with self-organizing maps
and neural networks. More recent studies by Harwahyu et al. (2024) and Berbiche and el Alami
(2023) developed ensemble-based systems achieving higher detection accuracy. Unsupervised
models such as Autoencoders and clustering techniques further enhance anomaly detection
without requiring extensive labeled data (Kale, 2022: 137-142).

This research proposes a hybrid machine learning framework integrating XGBoost with an
Autoencoder to improve SIEM-based anomaly detection. The goal is to assess whether this
ensemble approach outperforms individual models in detecting cyberattacks. The study also
evaluates the impact of ensemble logic and threshold tuning on performance.

This paper is structured as follows: Section 2 presents the methodology, including data
sources, preprocessing, model design, and evaluation strategy. Section 3 discusses empirical
results and related literature. Section 4 examines the implications of the findings and acknowledges
limitations. Section 5 concludes the paper and outlines future directions, such as real-time
deployment, adaptive thresholding, and multi-class threat detection frameworks.

Materials and Methods.

Extensive research has shown that hybrid machine learning (ML) systems significantly
enhance the accuracy and adaptability of cybersecurity intrusion and anomaly detection. Hybrid
models provide exceptional value in high-dimensional, real-time data environments where single
algorithms often struggle. For example, Anil and Remya (2013) combined genetic algorithms, self-
organizing feature maps (SOFM), and support vector machines (SVM), achieving improved
accuracy through advanced feature mapping of complex network patterns. Similarly, Zhu et al.
(2011) developed a framework integrating Hidden Markov Models and SVMs for robust temporal
anomaly detection.

Aziz et al. (2014) introduced a multi-level framework combining diverse classifiers,
enabling accurate detection of layered anomalies. More recent advancements further improve
depth and scalability. Kale et al. (2022) merged CNN and RNN layers for superior temporal-spatial
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learning, while Maheswari et al. (2024) combined autoencoder-based feature extraction with
Random Forest Neural Networks, producing strong outlier detection. Gupta et al. (2024)
confirmed that hybrid models improve both recall and robustness. Harwahyu et al. (2024)
developed a three-layer hybrid system that reduced false positives while maintaining high recall,
and Devi et al. (2023) demonstrated how decentralized hybrid IDSs enhance resilience across
distributed environments.

Other notable works include Dhande et al. (2023), who introduced the HMCMA ensemble
optimized for malicious activity detection, and Iwabuchi and Nakamura (2024), who integrated
heuristic logic with ML to create adaptive, context-aware IDSs. In parallel, SIEM-specific research
highlights the growing role of ML in improving detection capabilities. Ayu et al. (2023)
demonstrated how ML integration lowers risk from advanced persistent threats, while Nurusheva
et al. (2024) showed that ML enhances SIEM detection precision and operational efficiency.
Pulyala (2024) proposed an Al-based SIEM capable of predictive threat modeling.

Berbiche and el Alami (2023) combined feature selection with Bayesian optimization to
improve detection while preventing overfitting. Dobkacz et al. (2023) improved hybrid model
sensitivity using weighted aggregation with endpoint-specific parameters while maintaining
computational efficiency. Similarly, Awad et al. (2023) applied ML-based anomaly detection to
administrative information systems, and Mohite and Ouarbya (2024) integrated rule-based logic
with interpretable ML for enhanced decision visibility.

Rani et al. (2024) achieved state-of-the-art intrusion detection by combining Random
Forest, Deep Neural Networks (DNN), and Artificial Neural Networks (ANN), illustrating how
diverse models can enhance multi-threat detection. Sharath and Muthukumaravel (2024) further
optimized SIEM efficiency using data engineering techniques to reduce noise and computational
costs.

Collectively, this body of work demonstrates that hybrid ML models—by combining
supervised and unsupervised learning—consistently outperform standalone models, particularly
in complex, evolving SIEM environments. Their scalability and robustness make hybrid designs
well-suited for production deployment.

Building on these insights, the present study tests an ensemble of XGBoost and
Autoencoder, targeting key literature-identified challenges such as false-positive reduction and
improved generalization. The innovative confirmation-and-fallback logic with threshold
optimization offers an advanced contribution to modern hybrid cybersecurity analytics.

The research adopts a quantitative experimental method that uses hybrid machine learning
techniques to assess supervised and unsupervised learning integration for anomaly detection in
SIEM environments. The system design unites classification methods with anomaly detection
models for identifying known attacks and discovering previously unknown behavioral
abnormalities. Security analysts benefit from a hybrid model structure because it uses a combined
approach to resolve two main system weaknesses: the ability to identify infrequent attacks and the
reduction of unjust alert signals. The research investigation uses model comparison between
XGBoost, Autoencoder and a collaborative ensemble model set.

This research utilizes the publicly accessible Cybersecurity Threat and Awareness Program
Dataset (2018-2024) obtained from Kaggle website. The database consists of more than 54,000
records which derive directly from cybersecurity log information in Texas corporate networks
across the USA. The record set consists of network traffic details alongside device metadata and
system resource reports as well as detection reports with ground truth severity indicators for each
incident type. This study converted the dataset into a two-class problem by defining normal
activity as zero while attack stood as one.

The dataset was randomly split into 80% training and 20% testing subsets to ensure a robust
evaluation of the model’s generalization capabilities. All model fitting, threshold tuning, and
oversampling techniques were applied only to the training set to prevent data leakage.
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Fig. 1. Selection of articles

The evaluation process included different phases. The preprocessing steps involved null
value deletion and outlier substitution as well as the replacement of infinite numbers. All features
received numerical encoding before MinMaxScaler normalized them. Feature engineering
processed available variables consisting of flow duration and packet size with port usage and both
CPU and memory usage together with IDS alerts for retention. The training process required the
Synthetic Minority Over-sampling Technique (SMOTE) since the classes were imbalanced.
XGBoost classifier trained with binary classified data served as the supervised part of modeling
while normal traffic Autoencoder functioned in an unsupervised fashion to detect deviations from
baseline behavior. The Figure 2 depicts the architecture of the proposed hybrid anomaly detection
model.

Preprocesssing Stage ’

T

XGBoost Classifier Autoencoder Model
(Supervisied) (Unsupervised)

S

‘ Ensemble Decision

Logic

Detection Output 1

Fig. 2. Hybrid Machine Learning Architecture for Anomaly Detection

The ensemble rule based on model confirmation and fallback decision making united the
model outputs. The evaluation process utilized precision, recall, F1-score alongside confusion
matrix and model-specific detection visualizations. Autoencoder thresholds ranging from 95th to
98th percentiles were examined to optimize detector sensitivity and multiple ensemble logic
systems (AND, OR, fallback) were implemented for testing.

The study used publicly available, anonymized data. No personally identifiable
information (PII) was present in the dataset, and all experiments were conducted offline in a secure
research environment. The use of synthetic oversampling (SMOTE) did not create any new privacy
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risks. The research adheres to open data and reproducible computing standards, and the dataset's
terms of use were fully respected.

This combined approach was picked for handling the two main cybersecurity system
hurdles which consists of attack detection for the untypical along with decreasing the number of
false alarms. Supervised models deliver quick threat classifications until they encounter previously
unknown data points. Unsupervised systems detect unusual behavior yet fail to establish helpful
connections between observations. Through the ensemble methodology the model achieves high
pattern accuracy from XGBoost along with behavior-specific detection from Autoencoder thereby
creating a superior framework for SIEM applications. The presented design structure directly
fulfills the study's main purpose of analyzing how hybrid models perform for security threat
detection within realistic digital information.

Results and discussion.

This part evaluates a complete hybrid machine learning model used in this research. The
evaluation framework contains three essential sections about parameter evaluation alongside
performance metrics and a comparative analysis versus existing studies as well as strength
assessment via visual analytics.

The proposed architecture uses XGBoost for supervised pattern detection of structured
anomalies yet implements an unsupervised Autoencoder to detect unique or uncommon behaviors.
Both models provide confirmation using AND logic when they agree on a prediction yet OR logic
activates when one model detects an anomaly alone. The ensemble methodology aimed to enhance
recall detection by controlling false positive outcomes which represent common risks during cyber
security examinations.

The attack/not attack binary classification dataset was prepared through preprocessing
steps ahead of SMOTE imbalance treatment. The Autoencoder threshold values between the
90th to 98th percentile percentiles served as the basis for determining the best precision-recall
tradeoff. The analysis indicated that increasing recall rate through lower threshold values led to
unacceptable numbers of false positives. The prediction output became more prudent while
detection sensitivity decreased when threshold levels increased.

Precision-Recall Trade-off Across Thresholds

0.18 1 ._’____*\/\/

0.16 -

0.08 -

—&— Precision
0.06 1 —m— Recall

T T T T T T T T

920 91 92 93 94 95 96 97 98
Autoencoder Threshold Percentile

Fig 3. Precision-Recall Trade-off Across Thresholds
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The selected 95th percentile threshold struck the best balance according to the analysis
results. The ensemble obtained 0.17 precision and 0.09 recall and 0.11 Fl-score for attack
predictions through this threshold level as the classification report demonstrates.

Table 1. Final Evaluation Classification Report (Threshold 95)

Precision Recall Fl-score support

0 0.86 0.93 0.89 9266

1 0.17 0.09 0.11 1582
accuracy 0.80 10848
macro avg 0.51 0.51 0.50 10848
weighted avg 0.76 0.80 0.78 10848

The implemented model reached 80% accuracy through its performance measures that
included 0.50 macro-average Fl-score and 0.78 weighted-average Fl-score. Based on the
confusion matrix data it is shown that the combined model performs better than both single

approaches in detecting minority instances while keeping a healthy distribution of correct positive
versus invalid classification outcomes.

Confusion Matrix (Hybrid Rule, Threshold 95)
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Fig. 4. Confusion Matrix for Ensemble Strategy

Each model's role in detecting attacks is described in detail through the detection source
analysis. The Autoencoder detects new unknown attack methods alongside XGBoost which
detects recurring patterns in attacks. The overlap represents high-confidence matches.
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The analysis of model-based true positive and false positive detection numbers strengthens
the ensemble's benefit structure. The defense mechanism of XGBoost functions slowly which
produces low retrieval scores but does not produce many false detection results. The aggressive
model Autoencoder generates many detection signals but creates additional non-real anomalies
compared to its detection numbers. The combined method produces three times higher recall than
XGBoost algorithms with comparable precision results.

Attack Detections: True Positives vs False Positives

B True Positives
B False Positives

800 A

700 A

600 A

500 A

Count

400 A

300 A

200 A

100 A

XGBoost Autoencoder Ensemble
Model

Fig. 6: TP/FP Contribution by Model
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Fig. 7. Class 1 Recall Comparison Across Models

Table 2. Precision, Recall, and F1-score by Model
Precision Recall F1-Score

XGBoost 0.173 0.030 0.051
Autoencoder 0.162 0.057 0.084
Ensemble 0.166 0.085 0.113

XGBoost Confusion Matrix Autoencoder Confusion Matrix Ensemble Confusion Matrix
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True label
True label

0 1 0 1
Predicted label Predicted label Predicted label

Fig. 8. Comparative Confusion Matrices (XGBoost vs Autoencoder vs Ensemble)

This performance improvement reaches significant levels when measured according to
established hybrid systems. Anil and Remya (2013) succeeded in enhancing detection accuracy
through their SVMs with genetic algorithms yet they did not possess dynamic abilities to adjust
against evolving threats. Research by Gupta et al. (2024) addressed precision enhancement in their
Al-based hybrid system yet the system exhibited poor recall capabilities. Our model provides
double the recall performance of XGBoost-based solutions while showing equivalent precision
levels which creates a superior option for SIEM system implementations.

Harwahyu et al. (2024) and Maheswari et al. (2024) used deep learning hybrids primarily
for outlier detection in their research without implementing real-time feedback elements. Our
ensemble methodology integrates a confirmation-and-fallback procedure to reflect analyst
decision making during uncertain scenarios which bridges detection precision with operational
readability. The merging of CNN and RNN with Kale et al. (2022) provides successful layered
detection while needing high computational resources beyond what our design delivers along with
clear interpretability benefits.
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Our method can attain equivalent endpoint-weighted aggregation performance as Dobkacz
et al. (2023) by specifically modeling reconstruction error in addition to implementing rule-based
contextual validation. Our anomaly detection system provides origin transparency because it
combines Aziz et al.'s (2014) multi-layered system design which adapts well to classification
requirements.

Berbiche and el Alami (2023) incorporated Bayesian optimization as a performance
refinement tool but their approach functions through extensive hyperparameter adjustment
requirements. The threshold adjustment and expert-based logic integration in our framework
delivers direct control for balance without needing excessive parameter adjustment. The research
by Devi et al. (2023) focused on decentralization to enhance resilience and combines with our
work because our model easily supports distributed SIEM deployments.

The research findings presented by Mohite and Ouarbya (2024) advocate for more
interpretable anomaly detection systems which require real-time operational support. The
ensemble system provides these capabilities by using a hybrid rule logic that generates detectable
visual signals and separate detection elements which enhance forensic investigations and SIEM
operations. Predictive hunting using Al from Pulyala (2024) lacks explainability yet our approach
implements anomalous behavioral detection with full explainability capabilities needed in incident
response systems.

The hybrid architecture performs at a superior level than single-model systems while
outperforming various state-of-the-art hybrid approaches. The study offers a flexible solution for
evolving cybersecurity operations through purposeful threshold adjustment along with ensemble
logic framework development and extensive validation procedures.

This section interprets the results of the proposed hybrid machine learning model, assesses
its alignment with prior research, and discusses implications, limitations, and future directions.

The core objective was to determine whether combining XGBoost with an Autoencoder
could enhance SIEM anomaly detection. Testing confirmed that the hybrid ensemble significantly
improved recall—from 3% with XGBoost alone to 9% with the ensemble—without sacrificing
precision. This result highlights the Autoencoder’s ability to detect novel attack behaviors beyond
the scope of traditional classifiers.

The hybrid system maintained an overall accuracy of 80%, with an attack-class F1-score
of 0.11, macro-average of 0.50, and weighted average of 0.78. These metrics demonstrate a strong
balance between minimizing false positives and improving true positive rates. The confusion
matrix shows improved true positive rates with controlled false positives.

Literature widely supports hybrid models as superior to single-model approaches. Similar
to Gupta et al. (2024) and Harwahyu et al. (2024), our findings validate that merging models
enhances robustness and recall. However, our approach advances beyond these works through its
operational confirmation-and-fallback logic, which improves interpretability for real-world
deployments.

Unlike Gupta et al. (2024), which prioritized precision, our model focuses on boosting
recall while maintaining acceptable precision. Compared to Maheswari et al. (2024) and Devi et
al. (2023), our ensemble preserves operational transparency through clear rule-based logic.
Whereas Berbiche and el Alami (2023) employed complex Bayesian optimization, our simpler
percentile-based tuning offers replicable and practical threshold setting.

Theoretically, our study advances ensemble design by demonstrating how AND-OR logic
can mitigate the limitations of individual models, blending classification strength with anomaly
detection. Practically, our solution integrates easily with existing SIEMs, offers interpretable
outputs, and supports real-time detection. Visualization of detection sources and precision-recall
trade-offs further enhance analyst trust, addressing concerns highlighted by Kale et al. (2022).

Nonetheless, limitations remain. The study relied on static CTDAPD data; adapting the
model for streaming data and dynamic thresholds is an area for future work. Current ensemble
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logic is binary; extending to multi-class detection is needed. Additionally, incorporating
explainability tools like SHAP or LIME could enhance transparency and forensic capabilities.

Distributed deployment also warrants further exploration. While aligned with the
decentralized approach of Devi et al. (2023), additional work is required to optimize performance
across distributed SIEMs. Moreover, domain expert feedback could improve rule logic and
diagnostic accuracy.

Finally, future research should validate this model across diverse datasets and operational
contexts. Benchmarks such as Anil and Remya (2013) and Dobkacz et al. (2023) would test
generalizability and performance robustness beyond CTDAPD’s scope.

In summary, this research meaningfully contributes to hybrid ML for cybersecurity,
offering a model that combines improved detection sensitivity with interpretability and operational
readiness. Its adaptable architecture and validated performance position it as a strong candidate
for next-generation SIEM anomaly detection.

Conclusion.

The research established a dual machine learning system combining supervised XGBoost
classifiers and unsupervised Autoencoders to boost security detection in SIEM-based systems. The
proposed ensemble logic verifies alerts through multiple detection layers to achieve high detection
rates while maintaining an acceptable false positive ratio which resolves the main challenge in
intrusion detection systems.

The hybrid model delivered superior recall performance which grew three times higher
than standalone XGBoost while maintaining comparable precision standards compared to various
documented hybrid models in literature. The ensemble approach outperformed Gupta et al. (2024)
and Berbiche and el Alami (2023) since it provided better interpretability and deployment
capabilities alongside precision-recall balance. Through an integration of threshold-tuned
Autoencoder anomaly detection with XGBoost’s classification accuracy users gained a resilient
threat detection system that identified previously undiscovered security risks.

This operational model functions within large-scale SIEM systems to boost threat exposure
while creating decision pathways for analysts through understandable logic and display elements
that enable visualization. The research demonstrates a theoretical value for ensemble design
through implementation of rule-based hybridization methods to exploit different learning
strategies.

Subsequent research should maintain this work through adaptive threshold development
for real-time operations along with multi-class attack detection model expansion and explainability
tool implementation such as SHAP or LIME with benchmark testing across enterprise datasets.
Proper guidelines established today will guarantee hybrid anomaly detection maintains its central
role as a fundamental cybersecurity infrastructure component.
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